NMHO®OPMALIMOHHAS TIAMSTKA
TSI OBYYAIOIMXCS JUISI
PASMEIIEHWSI HA O®UITMAJBLHBIX
WHTEPHET-PECYPCAX

C KaXJbIM TOJIOM MOJIOJIEKH B HMHTEPHETE CTAaHOBUTHCA Oouiblle, a
IIKOJIBHUKHU OJIHHM U3 CaMbIX aKTHBHBIX II0JIb30BaTese Pynera. Mexay teM, noMUMO
OTPOMHOI0 KOJIMYECTBA BO3MOXKHOCTEW, HMHTEPHET HECET U MPOOJIeMbl. DTa naMsTKa
J0JHKHA TOMOYb TeOe 6€3011acHO HaXOUTHCS B CETH.

KomnerorepHsie BUpyChI

KoMInbroTepHslli BUPYC - 3TO Pa3sHOBUAHOCTH KOMIIBIOTEPHBIX IIPOrPAMM,
OTIUYUTEIHHON 0COOEHHOCTBIO KOTOPOM SBISIETCSI CIOCOOHOCTh K Pa3MHOKEHHUIO.
B nonosiHeHHE K 3TOMY, BUPYCHI MOTYT IOBPEIUTH WJIM IOJHOCTBIO YHUYTOKUTH
Bce (paiinpl U TaHHBIE, TOJIKOHTPOJIBHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOTro Obliia
3aylieHa 3apa)K€HHas Iporpamma, a TakKe NOBPEINUTh WM JaKE YHUUYTOKUTH
ONEpPalMOHHYIO0 CHCTEMY CO BceMH (haiiylaMu B 1eJIoM. B GOJIbIIMHCTBE CilydaeB
pacupoCTpaHsAOTCS BUPYChl UEPE3 UHTEPHET.

MeToabl 3a1UThI OT BPEAOHOCHBIX TPOrPAMM:

1. Mcnionb3yil COBpEMEHHBIE OTIEPAIMOHHBIE CUCTEMBI, UMEIOIIIAE CEPHE3HBIN
YPOBEHb 3aLIUTHI OT BPEIOHOCHBIX MPOrPaMM;

2. IloctosHHO ycraHaBiuBaii mayTh (UUGpPOBBIE  3aIJIaTKA, KOTOPBIE
ABTOMATUYECKH YCTAaHABIMBAIOTCS C LIEJIbIO JOPaObOTKH MPOTPaMMBbI) M JIPyrUe
OOHOBJIEHHSI CBOEH omepaluoHHOM cuctembl. C(CkaumBaili HX TOJBKO C
opunmansHoro  cairta paspadborunka OC. Ecam  cymecTtByer — pexxum
ABTOMATUYECKOT0 OOHOBJIEHUS, BKIIIOUH €T0;

3. PaOotaii Ha cBOeM KOMIIBIOTEPE TIOJ IIpaBaMH IIOJb30BATENsl, a HE
aIMUHUCTPATOpPA. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MpOrpamMm
MHCTaJUIMPOBATHCSA HA TBOEM NIEPCOHATILHOM KOMITBIOTEPE;

4. Vlcnonp3yil aHTUBUPYCHBIE TPOrPaMMHBIE POAYKTBI U3BECTHBIX
MIPOU3BOAUTEIIEH, C aBTOMATUYECKUM OOHOBJIEHUEM 0a3;

5. Orpannub (pU3NYECKUN JOCTYI K KOMITBIOTEPY AJISI IOCTOPOHHUX JIUIL;

6. Mcrionb3yil BHEIIHUE HOCUTENU MH(POPMALIMH, TAKKE KaK (IIelKa, TUCK WA
(aiin U3 MHTEpHETA, TOIBKO U3 MPOBEPEHHBIX UICTOYHHUKOB;

7. He otkpbiBaii KOMIbIOTEpHbIC (Dailibl, TOJYYEHHBbIE U3 HEHAJEKHBIX
UCTOYHHUKOB. [laxke Te Qaiinbl, KOTOpble MpHCIal TBOM 3HAKOMbIN. Jlyulie yrounu
y HEro, OTIPABIISI JIU OH TeOe UX.

Cetu WI-FI

Wi-Fi - 3To He BHI mepefaud JaHHBIX, HEC TCXHOJIOTHs, a BCEro JHUIIb OpEHI,
mapka. Eme B 1991 roay HuuaepiaHickash KOMITAaHUSI 3aperucTpupoBaja OpeHI
"WECA", uto o6o3Hauasio cinoBocouetanue "Wireless Fidelity", xoTopsiii
MEePEBOAMUTCS Kak "OeCpoBOHAS TOUHOCTH'".

Jlo Hamiero BpeMeHH jaouuia Apyras ad00peBuaTypa, KOTopas sSBISETCS TaKOW Ke
TexHoJoruen. I1o adbopeBuarypa "Wi-Fi". Takoe HazBanue ObUIO aHO C HAMEKOM
Ha CTaHAapT BhICHICH 3BYyKOBOM TexHuku Hi-Fi, uro B mepeBoje o3Hadaer
"BBICOKAsi TOYHOCTD .



Ja, OecruiaTHbBIA HMHTEPHET-IOCTYN B Kade, OTeNsiX U a’pornoprax sBISETCS
OTJIMYHOM BO3MOKHOCTBIO BbIXOJIa B MHTEpHET. HO MHOrme skcrepThl CUMTAIOT,
yT0 obmenoctymubie Wi-Fi cetu He SBISIFOTCS O€30TIaCHBIMH.
CoBeTbl 110 0€3011aCHOCTH pabOTHI B 00IIEI0CTYIHBIX ceTsax Wi-fi:
1. He nepenasaii cBoto uuHyto uH@opManuio yepes oodmenoctynusie Wi-Fi cetu.
PaGoTas B HUX, *enaTelbHO HE BBOAUTH MApOIH IOCTYTIA, JOTUHBI U KAaKUE-TO
HOoMepa; 2. Mcnonb3yii 1 0OHOBIISII aHTUBHPYCHBIE IPOTPAMMEI B OpaHaMayep.
Tem cambiM TBI 00€30MacuIib ce0sl OT 3aKaYKK BUpyca Ha TBOE YCTPOUCTBO;
3. Ilpu ucnonwszoBanuu Wi-Fi otkmoun ¢ynkuuto "OOmmit goctyn x daitnam u
npunTtepam". [lanHas ¢yHKUMS 3aKpbiTa MO YMOJTYAHHUIO, OJHAKO HEKOTOpbIE
MOJTH30BATENIM AKTUBUPYIOT €€ JIJIsl y1I00CTBA UCTIOJIb30BaHUs B paboTe wim yuede;
4.  He ucnonw3yit nyonuunsiidi WI-FI my1s nepenaum JIMYHBIX JaHHBIX, HATPUMED
JUTSI BBIXO/Ia B COIMATIbHBIE CETH WJTU B DJICKTPOHHYIO TIOUTY;
5. MHcnonw3yii Tonpko 3amuiieHHoe coenunenue yepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-aapeca BBoAM uMeHHO "https://";
6. B wMoOunpHOM Tenedone otkmoun (QyHknuo "Tlogkmrouenue k- Wi-Fi
aBromatudecku". He momyckait aBTOMAaTHYECKOTO TOJKIIIOUEHHSI YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero coriacusi.
CounaibHbie CETH
ConpanbHble CEeTH aKTUBHO BXOJST B HaIlly JKM3Hb, MHOTHE JIIOJM PabOTAIOT U
KUBYT TaM IOCTOSIHHO, a B Facebook yke 3aperncTpupoBaH MUJLTHAP YETIOBEK,
YTO SIBJISIETCA OJTHOW CEIbMOM BCEX >KUTEIEH IUIAHEThl. MHOTME MOIb30BaTENIN HE
MMOHUMAIOT, YTO MH(pOpMAINHs, pa3MelIeHHass UMHA B COITMAIBHBIX CETAX, MOXKET
OBITh HalilcHa W WCIIOJIb30BaHA KEM YTOJHO, B TOM YHCJE HE 00S3aTEIBHO C
0JIaruMu HaMEpPEHUSIMU.
OCHOBHBIE COBETHI 110 OE30MACHOCTH B COIIUATBHBIX CETX:
1.  Orpanuub cnucok apy3ei. Y 1e0s B Ipy3bsiX HE JOHKHO OBITh CIyYalHbIX U
HE3HAKOMBIX JIFOJICH;
2. 3ammumiail cBOIO YacTHYIO XW3Hb. He ykaspiBall maponw, TenedoHbI, aapeca,
7Ty TBOETO POXKACHHS U APYTYIO JUIHYIO WH(POpMAIHio. 3II0yMBITUICHHUKA MOTYT
UCIIOJIb30BaTh Jlake€ MH(POpPMAIUIO O TOM, KaK Thl M TBOM POJUTENHU IUIAHUPYETE
IIPOBECTH KAaHUKYIIbL;
3. 3ammimai CBOIO pEmyTalUio - JEPKU €€ B YMCTOTE W 3aJaBail cebe BOIPOC:
XO0TeJ OBl ThI, YTOOBI APYTHE TMOJIB30BATENIN BUACIH, YTO ThI 3arpyxkaems? [logymaii,
MPEXKJIe YeM YTO-TO ONMyOJMKOBATh, HAIMMCATh U 3aTPy3UTh;
4.  Ecnu ThI TOBOPUIIH C JIFOJBMH, KOTOPBIX HE 3HACIIb, HE UCTIONB3YH CBOE
peanbHOE UMSI M IPYTYIO JIMYHYIO HH(DOPMAITUU: UM, MECTO JKUTEITHLCTBA, MECTO
yueObl U IpoUee;
5. UM3O6eraii pasmemnienus pororpaduii B IHTepHETE, T11€ THI H300pakeH HA
MECTHOCTH, IO KOTOPO¥ MOKHO OTIPEIEIUTh TBOE MECTOIOJIOKECHHE;
6. Ilpu perucrparyii B COIMAIBHON CETH HEOOXOIMMO MUCTIOIB30BaTh CIIOKHBIC
TIapOJIU, COCTOSIINE 13 OYKB U ITU(P U ¢ KOJMISCTBOM 3HAKOB HE MEHEE §;
/. Jlnsg couManbHOM CETH, MOYTHl U JIPYTUX CAaWTOB HEOOXOJIMMO HCIOJIb30BATh
pasHble mapoyin. Torma ecinu TeOsl B3JIOMAOT, TO 3JI0OYMBIIIICHHUKH MOJIyYaT JOCTYII
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.



DJIEKTPOHHbIE JIEHbI U
DJEeKTPOHHBIE JEHBIU - 3TO OYEHb YIO0OHBIN CIOCO0 IIaTexei, OAHaKO
CYILIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JICHBIH.
DJIEKTPOHHBIE JICHBI'U MOSBUIIUCH COBCEM HEAABHO U MMEHHO HM3-3a 3TOT'O BO
MHOTMX FOCyJAapCTBax J0 CHUX IMOP HE MPOIKUCAHO MPO HUX B 3AKOHAX.
B Poccun xe oHM (PyHKIMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, TNie MX
pa3AeNsIOT Ha HECKOJIBKO BUJIOB - AaHOHMMHBIE U HE aHOHMMHBIE. Pa3HuIa B TOM,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peluacTcss NPOBOAUTH olepauuu 0e3
UACHTU(UKAIIMY TI0JIb30BATEINS], @ B HEAHOHUMHBIX UJEHTU(UKAIUS TT0JIh30BaATENS
ABJISIETCS 00SA3aTEILHOM.
Taxxe crnemyer  pasnuyarh  OJCKTPOHHBIE  (UATHBIE  JEHBIU  (paBHBI
rocyJapCTBEHHbIM BaJIOTaM) W DJIEKTPOHHbIE HedHUaTHbIE JEHBIM (HE pPaBHBI
rocyJgapcTBeHHbIM BamtoraMm). OCHOBHBIE COBETHI 1O Oe3omacHoil pabore ¢
ANEKTPOHHBIMU JE€HBIAMH:
1. IlpuBsbku K cueTy MOOWIBHBIM TenedoH. DTO caMblii yJTOOHBIA U OBICTPHIN
Croco® BOCCTaHOBUTH AOCTyNn K cueTy. [IpuBs3aHHbIl TenedoH MOMOXKET, eciu
3a0ynenib CBOM IJIATEKHBIM Mapoib WIM 3aiJielllb Ha CalT € HE3HAKOMOTO
YCTPOMCTBA;
2. Hcnonp3yit ogHOpa3zoBbie mapoiu. [locie nmepexona Ha YCUICHHYIO
aBTOpHU3ALIMIO TeOE yKe He OYJEeT yrpoKaTh OMACHOCTh KPaXKu UM TiepexBaTa
IUTATEKHOTO MAPOJIS;
2.  Bribepu cnoxHbIi mapois. [Ipectynarnkam OyaeT He MPOCTO yraiaTh CIOKHBIN
naposb. HanexxHble maponu - 3T0 mapoju, KOTOPbIE COAEPKAT HE MEHEE 8 3HAKOB U
BKJIFOYAIOT B C€0sl CTPOUYHBIE U MPONHUCHBIE OYKBbI, IUPPHI U HECKOIBKO CUMBOJIOB,
TaKue Kak 3HaK Joiapa, pyHTa, BoCKIMIATeIbHbIN 3HaK U T.1. Hanpumep, $tROng!;;
3. He BBOAM cBOM JMYHBIE JaHHbBIE HA CaliTaX, KOTOPHIM HE J0BEPSICILIb.
DJIEKTpOHHAs TTOYTa
DOneKkTpoHHasi IoYTa - 3TO TEXHOJOTHA M MPEAOCTaBIIEMBIE €K YCIYTH I10
MEPECHUIKE U MOJYUYECHUIO 3JIEKTPOHHBIX COOOIEHUN, KOTOPBIE PaCHpPeIEsIOTCS B
KOMITbIOTEpHON ceTh. OOBIYHO JJICKTPOHHBIH TIOYTOBBIM SIIUK BBITJISJIAT
CJIeIYIOIMM 00pa30oM: UMS_MOJIb30BaTeIA(@uMs_A0MeHa. Takke KpoMe nepeaadn
IPOCTOr0 TEKCTa, UMEETCS BOZMOKHOCTD MepeaBaTh (pailiibl.
OCHOBHBIE COBETHI 110 OE30MACHOM pabOTE C JIEKTPOHHOM MOUTOM:
1. Hano BbIOpaTh MpaBWIIbHBINA MOYTOBBIM cepBUC. B MHTEpHETE €CTh OrPOMHBIN
BbIOOp OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIlIEe TOBEPATH TEM, KOTO 3HACIIIb
Y KTO IIEPBBIA B PEUTHHTE;
2. He yka3piBail B TUUHOM mo4Te TUUHYyI0 HHGopMaruio. Hanpumep, myurie
BbIOpaTh "My3bIKaIbHBIN (panat@" umu "pok2013" BmecTo "Temal3";
3. Hcnonb3yii IByX3TamHyl0 aBTOPU3AINI0. DTO KOT'1a TOMUMO MapoJis HY>KHO
BBOJUTH KOJ, MpUChLIaeMblii o SMS;
4.  BwiOepu ci0xHBIN apoiib. JJist KaXKI0T0 MOYTOBOTO SANIKKA TOJDKEH OBITh CBOU
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;
5. Ecnm ectb BO3MOXXHOCTH HAITUCATh CAMOMY CBOM JIMYHBINA BOIIPOC, UCIIONIb3YH
3Ty BO3MOKHOCTB;



6. Hcnonb3yil HECKOIBKO MOYTOBBIX SIIUKOB. [1epBbIif 151 YaCTHON MEPEIUCKH C
ajgpecataMH, KOTOPbIM Tbl JOBEpsi€lllb. JTO BJIEKTPOHHBIA aJpec HE HaJo
MCIIOJIB30BAaTh TP PETUCTpalK Ha (popyMax U canTax;
7. He oTkpsbiBaii (haiiiel U Jpyrue BIOKEHHUS B MUChbMaX, JaKe €ClIM OHU MPUIIUIH
OT TBOMX Jipy3eid. JIydille yTOUHM Yy HUX, OTHPABJISLIIN JIK OHU TeOe 3TU (Pailiibl;
8. Tlocne okoHUaHMs pabOTHI HA TIOYTOBOM CEPBHICE MEPE] 3aKPHITHEM BKIIATIKH C
caiiToM He 3a0y/ib Ha)KaTh Ha "BeriiTu".
KubepOymmiHr uiu BUpTYyalibHOE W3AeBaTeIbcTBO KuOepOyuHr -
npeciieJOBaHUuEe COOOIICHUSIMU, COJIEP KAIUMH OCKOPOJICHUS,
arpeccuro, 3alyruBaHKe; XyJIUTaHCTBO; COIIMAIbHOE OOMKOTUPOBAHUE C TIOMOIIBIO
Pa3JIMYHBIX UTHTEPHET-CEPBUCOB.
OcHoBHBIE COBETHI 110 60pHOE ¢ KHOSPOYTITMHTOM:
1. He Opocaiics B 60ii. Jlyumnii cmoco0: MOCOBETOBATHCS KaK ceOsl BECTU U, €CIH
HET TOro, K KOMy MO>XHO OOpaTUThCS, TO BHa4ajie yCOKOUTbes. Eciau Tl HauHelb
OTBEYaTh OCKOPOJECHUSMU HA OCKOPOJIEHHS, TO TOJBKO €Ile OOJIbIIE Pa30ikKEeIllb
KOH(DITUKT;
2. YmpaBisdii cBoeit kubeppemnyTaiuei;
3. AHOHUMHOCTH B ceTd MHUMAas. CyIECTBYIOT CITIOCOOBI BBISICHUTH, KTO CTOUT 32
AHOHUMHBIM aKKayHTOM;
4. He cTouT BeCTH XyJUTaHCKHUI 00pa3 BUPTYyalbHOM xu3Hu. HTEpHET
(UKCHpYET BCE TBOM JIEUCTBUS M COXPAHSET UX. Y NAIUTh UX OyAET KpaiiHe
3aTPYJHUTEIBHO;
5. Cobironaii cBOIO BUPTYAIbHYIO YECTh CMOJIONY;
6. UrHopupyii enuHnyHbIN HeraTuB. OHOPA30BbIe OCKOPOUTEIBHBIE COOOIIEHNS
Jy4ie UrHopupoBath. OOBIUHO arpeccus MpeKpaniaeTcsi Ha Ha4yaabHOW CTaInu;
/. ban arpeccopa. B mnporpammax oOM€Ha MIHOBEHHBIMU COOOILIECHHUSIMH, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJIOKUPOBKH OTIPABKU COOOIIEHUN C
ONPEICIICHHBIX aJPECOB;
8. Ecnu Tel cBuzperens kuOepOysinHra. TBou AEHCTBUSA: BBICTYNHUTH IMPOTHUB
npeciaeoBaTeNs, oKa3aTh eMy, YTO €r0 JACHCTBUSI OLICHUBAIOTCS HETaTUBHO,
MOJIJIEP>KATh JKEPTBY, KOTOPOU HYKHA TICUXOJIOTHYECKask TIOMOIIb, COOOITUTh
B3POCIIBIM O (haKTe arpeCCUBHOTO MOBEICHUS B ceTH. MOOMIBHBIN TeaedoH
CoBpeMeHHbIE CMapTQOHBI W TUIAHIIETHI COJEp>KaT B cebe BIIOJHE B3POCIBIMA
byHKIIMOHAI, ¥ TEMmepb OHU MOTYT KOHKYPUPOBaTh CO CTAallMOHAPHBIMU
KoMIbtoTepamu. OJIHAKO, CPENICTB 3aIIUTHI JJIA MOJOOHBIX YCTPOWCTB IMOKa OYEHBb
Maiio. TecTupoBaHue U MOUCK YSI3BUMOCTEN B HUX MPOUCXOJUT HE TaK MHTEHCUBHO,
kak ju1s T1K, To e camoe kacaeTcss 1 MOOUJTBHBIX TIPHIIOKESHUM.
CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl YK€ MPAKTUYECKU JIOTHAJIM HACTOJIbHBIC
aHAJIOTH, OJIHAKO pacliupeHue (PyHKIIMOHAIA BICUET 3a COOO0M OOBIIYIO CI0KHOCTh
Y MEHBIIYIO 3allUIIEHHOCTD.
Jlaniexo He BCe MPON3BOIUTENH BBITYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIINE
KPUTUYECKHUE YSI3BUMOCTH IS CBOUX YCTPOMCTB.
OCHOBHBIE COBETHI JIJIs1 O€30MaCHOCTH MOOMIIBHOTO TesedoHa:
Huuero ne siBisiercs mo-HacTosiemy OecruiaTHbIM. Byab ocTOpo)keH, Bellb KOTa
TeOe mpeiaraloT OecCIIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHUE-TO



ratHele yenyry; lymaii, npexae yem otmpaBuTh SMS, poto unu Bungeo. Tel TouHO
3HaElIb, IJie OHU OyAyT B KOHEYHOM UTOTE?

Heo6xoammo 0OHOBIIATH OMEPAITMOHHYIO CUCTEMY TBOETO CMapT(hOHa;

Hcrnonb3yit aHTHBUPYCHBIC TIPOTPAMMBI JIJTsI MOOMITBHBIX TeIe(OHOB;

He 3arpyskaii mpuIo’KeHUsT OT HEU3BECTHOTO NCTOYHHKA, BEJIb OHU MOTYT COACPKATh
BPEIOHOCHOE MpOorpaMMHOe obecriedenne; [locie Toro kak Thl BRIHACIIB C CaifTa, T/Ie
BBOJIWJI INYHYIO MH(GOPMAITUIO, 32l B HACTPOUKHU Opay3epa U yJaainu cookies;

[lepuonnuecku nMpoBepsii, KAKKHE IUIATHBIE YCIYTM aKTUBUPOBAaHbI HA TBOEM HOMEPE;
JlaBaii cBOii HOMEp MOOMIJIBHOTO Telie(hoHa TOIBKO JIFOJSIM, KOTOPBIX ThI 3HACIIb U
KOMY JIOBEpSEIb;
Bluetooth nomken ObITh BBIKIIIOUEH, KOTJa Tl UM He ToJib3yenibes. He 3a0biBait
MHOT A IPOBEPSTH ITO.
Online urpsl
CoBpeMEeHHbIE OHJIAWH-UTPBl - 3TO KpPACOYHBIEC, 3aXBaThIBAIOIIUE pPA3BICUCHMUS,
OOBEINHAIOIINE COTHH THICAY YEJIOBEK 10 BceMy Mupy. Urpoku uccneayroT JaHHbINA
UM MUD, OOLIAIOTCS APYT C APYTOM, BBINOJHSIOT 3a/1aHUs, CPAKAIOTCS C MOHCTpaMu
U TIOJYYarT OMNbIT. 32 YJAOBOJICTBUE OHM ILIATAT: MOKYIMAKT IUCK, OIUIAYUBAIOT
a0OHEMEHT WJIU IPUOOPETAIOT KAKHE-TO OMILIH.
Bce atu cpenctBa MayT Ha MOAJEpKAHUE W Pa3BUTHE WIPhI, a TAKXKE Ha caMy
0€30IacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbI aBTOPHU3ALIMH, BBIMYCKAIOTCS HOBBIE
natuu (uudpoBbIe 3amIaTKU 7151 IPOTPAMM ), 3aKPBIBAIOTCS YS3BUMOCTH CEPBEPOB.
B nomo6HbIX Urpax CTOUT ONacaThCsl HE CTOJBKO CBOMX COIEPHUKOB, CKOJIBKO KPaXKu
TBOETO MapoJisi, HAa KOTOPOM OCHOBaHa CUCTEMa aBTOPU3aLMU OOJIBIINHCTBA UTP.
OCHOBHBIE COBETHI 110 OE€30MaCHOCTH TBOETO UTPOBOI0 aKKAYHTA!
1. Eciiu apyroit urpok BeneT ceOs II0X0 WK CO37aeT Tebe HENPUITHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;
2. Tloxanyiics aiMUHUCTPATOPaM UIPbI HA IJI0X0€ MOBEIEHNE ITOI0 UTPOKa,
JKEJATeJIbHO PHUIIOKUTh KaKHE-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;
3. He yxa3zpiBait muuHyto nadopmammio B mpodaiisne urpsi;
4. VYBaxall ApyruxX y4aCTHHUKOB IO UTDE;
5. He ycranaBnuBaii Heo(uLMaIbHbIE TATYU U MOJBL;
6. Vcmonw3yii CIOXKHBIC B pa3HBIC TTAPOJIH;
7. Jlaxe BO BpeMs UTPBI HE CTOUT OTKJIIOUATh aHTUBHUPYC. [loka ThI UTpaeiib, TBOH
KOMITBIOTEP MOTYT 3apa3uTh.
@UIIMHT WM Kpaka JIMYHBIX JaHHBIX
OOBIYHOI Kpaxel JeHEer M JOKYMEHTOB CErOAHs YK€ HHUKOTO HE YAUBHUIIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTUI 3JI0yMBINUICHHUKU TIEPEMECTUIIUCH B UHTEPHET,
1 TIPOIOJIKAIOT 3aHUMAThCS " TIOOMMBIM" ICIIOM.
Tax mosiBUiach HOBasi yrpo3a: MHTEPHET-MOUICHHUYECTBA WM (DUIIMHT, TJIaBHAs
Heiab  KOTOPOro  COCTOMT B TIOJYYEHMM  KOH(DHUICHIMAIBHBIX  JAHHBIX
MoJIb30BaTesIe — JOTMHOB M maposeil. Ha anrnuiickom si3bike phishing unrtaercs
kak ¢pumuHr (ot fishing - peiOHas noBs, password - maposb).
OcHOBHBIE COBETHI TI0 00PHOE € (PUITUHTOM:



1. Cnenu 3a cBOMM akkayHTOM. Eciu Thl mojo3peBaelib, 4TO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOJUMO 3a0JIOKMPOBaTh €€ U COOOUIUTH aJMUHHUCTPATOpaM
pecypca 06 3TOM Kak MOKHO CKOpEe;

2. Ucnonb3yit 6e30macHble BeO-CaliThl, B TOM YHCJIE, MHTEPHET-Mara3uHoB U
MTOMCKOBBIX CUCTEM;

3. Mcnonb3yii ciokHble U pa3Hble nmapoau. Takum odpazom, eciu Te0s B310MAIOT,
TO 3JIOYMBIIIJIEHHUKY TOJIyYaT JOCTYI TOJIBKO K OJJHOMY TBOEMY NMPOQUIIIO B CETH,
a He KO BCEM;

4. Eciu Te0s B3jIOMaIN, TO HEOOXOAMMO NPEAYNPEAUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE A00aBJIEHbI Y T€OA B JPY3bsAX, O TOM, UTO T€OS B3JIOMAJIU U, BOZMOXHO,
OT TBOETO UMEHHU OYJIET PacChIIAThCS ClIaM U CCBHUIKM Ha (DUIIMHTOBHIC CANTHI,

5. YcranoBu HagexHbIi naposib (PIN) Ha MoOUIbHBIN TenedoH;

6. OTKiII04M cOXpaHEeHHE MapoJis B Opaysepe;

7. He oTkpsbiBail (aiinel 1 Apyrue BIOKEHHUS B MUCbMAX, 1aXe €CJIU OHU MPULILIN
OT TBOUX Jipy3ei. Jlyulie yTouHH y HUX, OTIPABIISUIN JIM OHU TeOe 3TU (Dailiibl.
[udporas penyrarus

[udposas penyrauus - 3TO HEraTUBHAsL WM MO3UTUBHAs MH(OpMAaLMs B CETH O
tebe. Komnpomerupyronias uHopmanusi, pa3MelleHHas B HHTEPHETE, MOXKET
CEpPbE3HBIM 00pa30M OTPa3UThCA Ha TBOEW peanbHOM ku3HU. "lLludposas
penytanus” - 3T0 TBOW UMUK, KOTOPbIA GopMupyercs U3 uHpopmanuu o Tede B
UHTEPHETE.

TBOE MeCTO KUTENbCTBA, YueObl, TBOE (PMHAHCOBOE MOJIOKEHUE, 0COOCHHOCTH
XapaKTepa U pacckasbl O OJU3KUX - BCE 3TO HAKAILJIMBAETCA B CETH.

MHorue TmOAPOCTKM JIETKOMBICIEHHO OTHOCATCA K NyOJUKALMK — JTUYHOU
nH@opmaiuu B HTepHETE, HE MMOHMMAsT BO3MOXHBIX MOCHeACTBUI. Thl gaxe He
CMOJKElIb JIOTafaThcsl O TOM, 4To ¢otorpadusi, pasmMelleHHas 5 JeT Ha3al, cTana
IPUYUHON OTKa3a MPUHSATH TEOs Ha padoTy.

KommenTapuu, pasmenienre TBoux (ortorpaduid U Apyrue JEHCTBHUS MOTYT HE
UCYE3HYTh AK€ IOCJIE TOTO, KaK Thl UX YJAIHIIb. Thl HE 3HACUIb, KTO COXPAHWII
3Ty UH(OpPMaLIKIO, IToNaja JId OHa B IOMCKOBBIE CUCTEMbI U COXPAHUJIACh JIU OHA, a
IJIABHOE: YTO MOJYyMaroT O TeOe OKpY)KaroIIMe JIFOU, KOTOpble HAaWAYyT U yBUIAT
sT0. Haiftu mHpopManmo MHOTO JIET CHYCTS CMOXKET JI000# - Kak U3 J10OpbIX
noOy>XJeHUI, TaKk M C HaMEpPEHHEM HNPUUYMHUTH Bped. DTO MOXKET OBbITh KTO
YTOJIHO.

OCHOBHBIE COBETHI 1O 3aLIUTE LIUPPOBON PEMyTALUU:

1. TTomymait, mpexxe 4em 4To-To MyOJIMKOBATh U MepeiaBaTh y ceOs B OJi0re Uiiu B
COIIMAJIbHOM CETH;

2. B HacTpoiikax npo¢uiist yCTAaHOBU OTpaHUYEHUsI Ha IIPOCMOTP TBOETO MPOpuIIs
Y €ro COIEPKUMOT0, ClIeJIall €ro TOJbKO "Wt apy3ei”;

3. He pa3Memaii 1 He yka3biBail HH(OpMAIINIO, KOTOPas MOXKET KOT0-TH00
OCKOPOJISITH UM OOMKATh.

ABTOpCKOE MPaBO

CoBpeMeHHbIE MIKOJIbHUKU - aKTUBHBIE MOJIb30BaTeNN HU(GPOBOrO MPOCTPAHCTBA.
OnHako AaJleKo HE BCE 3HAKOT, YTO MOJb30BAHME MHOTMMHU BO3MOKHOCTSIMU



muppoBOoro Mupa TpeOdyeT CcOONIONEHHS TpaB HAa  HMHTEJUIEKTYalbHYIO
COOCTBEHHOCTb.

TepMuH "HHTEIEKTYyaIbHAs COOCTBEHHOCTD'" OTHOCUTCS K Pa3JIMYHBIM TBOPEHUSM
YEJIOBEYECKOr0 yMa, HauMHasi C HOBBIX M300PETEHHMI M 3HAKOB, 0003HAYAIOIIMX
COOCTBEHHOCTb Ha MPOJYKTHI U yCIyTW, U 3aKaHUYMBasi KHUTaMHu, (HoTorpadusmu,
KUHO(QUIBMAMU U MY3bIKaJIbHBIMU IPOU3BEACHUSIMH.

ABTOpcKHE TMpaBa - A3TO MpaBa Ha HMHTEIUICKTYaJbHYI0 COOCTBEHHOCTh Ha
IPOU3BEJICHUS HAYKH, JIUTEPATyphbl U UCKyCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B
KauyecTBE TapaHTUU TOrO, YTO HMHTEJUICKTYaJIbHBIN/TBOPUYECKUN TPYJ aBTOpa HE
OyZeT HampacHbIM, JacT €My CIpaBEAJIUBBIE BO3MOXHOCTH 3apaboTaTh Ha
pe3ynbTaTax CBOEro TpPyAd, MOJYYHTh W3BECTHOCTh M mIpu3HaHue. Hukro 06e3
paspellieHuss aBTOpa HE  MOXET BOCHPOM3BOAMTH €ro  IPOU3BEJICHUE,
paclpoCTpaHsiTh, IMMyOJIUYHO JEMOHCTPHUPOBATh, TMPOJAaBaTh, HMIOPTHUPOBATH,
yCKaTh B IPOKAaT, MyOJIMYHO MCIIOJNHATH, MTOKA3bIBATH/UCHOIHATh B 3(UpE WU
pasmemats B MHTEpHETE.

Hcnons3oBanue "muparckoro” mporpaMMHOro 00ecreyeHus MOKET MPUBECTH K
MHOTUM PUCKaM: OT MOTEPU JaHHBIX K TBOUM aKKayHTaM J0 OJIOKMPOBKH TBOETO
YCTPOMCTBA, I'/I€ YCTAaHOBJIEHA HEJIEraJIbHAasl porpaMMa. He cTout taxxke
3a0bIBaTh, YTO CYLIECTBYIOT JIETaJbHbIE U OECITIaTHBIE IPOTPaMMbl, KOTOPbIE
MO>KHO HaiTu B cetu. O nopraie

CeteBuuok.pd - TBOM TJIaBHBIM COBETYMK B CETH. 3/7€Ch Thl MOXKEIb y3HAaTh O
0€30MacHOCTH B CETH IMOHSATHBIM U JIOCTYIHBIM S3BIKOM, a NMPU BO3ZHUKHOBEHUU
KPUTUYECKON CUTyalluu OOpaTUTHCS 3a COBETOM. A TaKk)e NMPUHATH ydacTue B
KOHKYypcCax U CTaTh CaMbIM IIU(PPOBBIM rpak JaHUHOM!



